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Cloudmark Platform for Email Security
Industry Leading Threat Protection

Innovation o Experience + Automation ¢ Threat Data
> Improve email customer experience by protecting against spam, phishing, and malware

> Achieve the highest levels of threat detection and protection by leveraging pioneering
technology and deep experience from the proven leader in messaging security

> Reduce email system Total Cost of Ownership (TCO) through decreased complexity and
simplified operations while gaining increased policy control

> Supervise sender and aggregator behavior, maintaining necessary compliance and
avoiding regulation

Unprotected Customers are Frustrated as Email Abuse and Phishing Increase
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Comprehensive Approach to Detection and Protection

* Cloudmark invented adaptive learning feedback as a component of holistic, automated
threat detection and mitigation

* Threat data from over 150 of the world’s top ISPs, message providers, MNOs, and
hosting providers feeds the largest commercial Global Threat Network in existence

* Machine learning (ML) and predictive artificial intelligence (Al), along with patented
algorithms and technology for message and content fingerprinting and Call-To-Action
(CTA)/URL analysis automate identification and detection of malicious content

* Novel technology combined with rich threat data and experienced data-scientist
oversight, enables the Cloudmark to nimbly respond and protect against evolving threats
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Cloudmark Solution Performance Excels Against the Competition
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Industry Leading Protection: Cloudmark Platform for Email Security

> Hybrid combination of technology, expertise, and data with artificial intelligence (Al) and
machine learning (ML) provide the industry’s highest level of protection
> Reduced operational expense and efficient processing drive low TCO

> Extensible policies and rapid, timely algorithm micro-updates ensure that protection
adapts to stay in ahead of emerging and evolving threats

ABOUT PROOFPOINT

Proofpoint, Inc. is a leading cybersecurity and compliance company that protects organizations’ greatest assets and biggest risks: their people. With an integrated suite of cloud-based solutions,
Proofpoint helps companies around the world stop targeted threats, safeguard their data, and make their users more resilient against cyber attacks. Leading organizations of all sizes, including
more than half of the Fortune 1000, rely on Proofpoint for people-centric security and compliance solutions that mitigate their most critical risks across email, the cloud, social media, and the web.
More information is available at www.proofpoint.com.
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