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Figure 2.  The timeline of this attack shows two moments of heavy 
attacks, followed by a sharp drop-off until the attack disappears.

Conclusion:
While the impact of the VoIP phishing attacks on our user base was 
negligible, the method and diversity of the attacks make them unique 
among phishing scams.  Though the cost associated with running a 
phishing scam involving phone systems remains higher than classic 
website-based phishing scams, the costs associated with setting up a 
VoIP system continues to drop and new phone-based attacks may continue 
to rise.  Furthermore, with no link to a phishing website in the email, 
fraud detection software may not be able to identify and block these 
scam email messages.  However, our fingerprint-based, collaborative 
security network has shown to be effective at blocking new attacks, 
regardless of the type or method of the attack, without a supervised 
learning process. 


