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CHAPTER 1

Introduction

Cloudmark Server Edition (CSE) is a server-side spam-filtering application that
stops spam, phishing, and email-borne viruses by connecting your Microsoft
Exchange Server to the Cloudmark Global Threat Network. It includes the CSE
Administration Console—a Microsoft Management Console (MMC) snap-
in—that can be installed on the CSE server and one or more administrative
desktop computers. CSE does not require client-side software or configuration of
end-users’ computers.

This Installation and Administration Guide shows you how to add spam-filtering
functionality to your email infrastructure, in the following chapters:

e Chapter 2, "Installing Cloudmark Server Edition", provides instructions for
preparing a Windows server for installation of CSE, which are followed by
instructions for installing the CSE software.

® Chapter 3, "Using the Administration Console", shows how to use the CSE
Administration Console to access CSE functions, such as configuring spam
handling policies, enabling spam-filtering for end-users, and more.

* Chapter 4, "Configuring CSE for Mobile Spam Filtering", explains how to
configure your server for effective spam filtering for your users’ mobile
devices.

* Appendix A, "Troubleshooting", contains CSE troubleshooting information,
specifically for running the CSE service and using the Administration
Console.

* Appendix B, "Logs", describes all events that are logged to the Windows Event
Log.

e Appendix C, "Trial Evaluation", describes CSE’s trial evaluation period and
provides instructions for purchasing subscriptions to CSE after it expires.

In order to use this guide, you should possess a working knowledge of Microsoft
Windows Server 2000 or 2003 and Microsoft Exchange Server 2000, 2003, or
2007.
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Additionally, the User’s Quick Reference Guide is included with the software. You
can distribute this guide to your end users to educate them about how CSE
blocks spam and how to get the most from its features.

The remainder of this chapter provides a conceptual overview of Cloudmark
Server Edition.

What's New in Version 2.1

® mailbox rescan

Daily rescanning can be scheduled server-wide or performed on-demand for
individual users. See “Selectively rescanning mailboxes” on page 54 and
“Configuring scheduled mailbox rescanning” on page 38.

® graphical reporting

Hourly graphical reports can be displayed, and a comma-delimited report is
produced each month for export to other applications. See “Viewing and
exporting spam statistics” on page 44.

¢ whitelist import and export

Whitelists can now be shared between CSE installations by exporting from or
importing to CSE. See “Importing and exporting a whitelist” on page 42.

® performance monitoring

The Performance console in Windows Server can be used to monitor CSE’s
performance. See “Real-time performance monitoring” on page 48.

® automatic notification of software updates

The Administration Console now displays a notification when a new version
of CSE is available. See “Upgrading CSE” on page 22.

¢ ability to disable user feedback

User feedback is submitted to Cloudmark automatically to achieve the best
possible accuracy. You can disable or enable this option globally or selectively.
See “Disabling or enabling user feedback” on page 33 and “Selectively
disabling or enabling user feedback” on page 53.

e spam-filtering options for empty messages

Empty messages are normally treated as spam. See “Configuring options for
empty messages” on page 37.

e command-line interface

A command-line tool is provided to perform user management operations.
See Chapter 5, “Command-Line Interface”.

2 What's New in Version 2.1
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What is the Cloudmark Global Threat Network?

The Cloudmark Global Threat Network consists of over a million email users, all
sending feedback to Cloudmark about which messages are spam or phishing and
which ones are legitimate. This information helps everyone in the network.

When a user drags a message out of the Inbox and into the Spam folder,
Cloudmark compares this feedback with feedback from other users. If other users
in the network also consider the message to be spam or fraud, then similar
messages are automatically blocked in the future, for all users in the network.

Likewise, if a user drags a message out of the Spam folder, Cloudmark compares
this feedback with that of other users. If they agree, the message is unblocked
throughout the Cloudmark network.

Figure 1 Cloudmark Global Threat Network
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With so many users providing feedback, spam messages generally do not appear
in your end users’ Inbox folders. Instead, CSE diverts them to the spam folder.
CSE automatically creates a spam folder in each user’s mailbox.

The User’s Quick Reference Guide includes instructions for users who want to
participate in the Cloudmark Global Threat Network. Distribute this guide to
your users to educate them about spam and how to use the spam folder.

What is the Cloudmark Global Threat Network? 3
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How Cloudmark Server Edition works

CSE communicates with the Microsoft Exchange Server through the Microsoft
Messaging Application Programming Interface (MAPI) to receive notifications
when messages arrive and to perform various pre-concerted actions on messages
that are determined to be spam.

Figure 2, below, shows how CSE works with Exchange Server and the Cloudmark
Global Threat Network to filter spam.

Figure 2 How Cloudmark Server Edition filters email

2. CSE computes a unique fingerprint—which does not contain message
content and cannot be decoded—for each message.

3. CSE sends the fingerprints to the Cloudmark Global Threat Network for
evaluation.

4. The Cloudmark Global Threat Network sends a response to the CSE server
indicating whether the message is spam or legitimate.

1. Email arrives at the Exchange Server.

5. Depending on how you've configured CSE, it either tags the message as spam,
moves it to a designated spam folder, or deletes it.

Cloudmark Server Edition does not block the regular flow of messages, so its
operation has no impact on throughput.

Where to find more information

There are several online resources available to support users of Cloudmark Server
Edition:
® CSE support site

http://www.cloudmark.com/server/support

The support site provides the latest FAQs and technical documentation for
CSE.

4 How Cloudmark Server Edition works
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¢ (Cloudmark store

https://store.cloudmark.com
The online store lets you purchase additional subscriptions and renew existing
ones.

* My Cloudmark

https://my.cloudmark.com

My Cloudmark allows you to view your subscriptions, change your contact
information and more. My Cloudmark is also accessible on the
Administration Console, as described in “Accessing My Cloudmark” on
page 55.

Where to find more information 5
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6 Where to find more information



CHAPTER 2

Installing Cloudmark Server
Edition

This chapter provides hardware and software requirements and installation
instructions for Cloudmark Server Edition and the Cloudmark Server Edition
Administration Console:

* “System requirements” below

® “Before you install” on page 9

e “Installing Cloudmark Server Edition” on page 16

* “Installing the Administration Console separately” on page 21
® “Uninstalling CSE” on page 21

e “Upgrading CSE” on page 22

System requirements

* “System requirements for CSE Server” below
® “System requirements for the Administration Console” on page 8

* “Client-side system requirements” on page 9

System requirements for CSE Server

The following table lists minimum and recommended software and hardware
requirements for Cloudmark Server Edition software.

Table 1 CSE system requirements

Component Minimum Requirements
Processor Intel Pentium or compatible, 733 megahertz (MHz) or higher

Memory 256 megabytes (MB) RAM; 512 MB recommended
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Table 1 CSE system requirements

Component Minimum Requirements

Operating Microsoft Windows Server 2000 or 2003;

system Microsoft Windows Small Business Server 2000 or 2003,
with the latest service packs installed

Mail server Microsoft Exchange Server 2000, 2003, or 2007,
with the latest service packs

Hard disk 20 MB for CSE software; 200 MB on the primary hard drive

Activation code Issued by either Cloudmark or your vendor when you acquired the
CSE software

You can install Cloudmark Server Edition on the same server as the Microsoft
Exchange Server or on a separate server. If you plan to install Cloudmark Server
Edition on a server other than the Microsoft Exchange Server (recommended for
large deployments) or on Exchange 2007, you must install Extended MAPI. You
can obtain Extended MAPI by installing Outlook 2000 or higher with the latest
service packs and setting up an email account with it, or by downloading from
Microsoft’s Web site:

http://www.microsoft.com/downloads/
details.aspx?familyid=E17E7F31-079A-43A9-BFF2-
0A110307611E&displaylang=en

o CSE will install—but not run—on a mapped network drive.

System requirements for the Administration Console

The following table lists minimum and recommended software and hardware
requirements for computers running the Cloudmark Server Edition
Administration Console.

Table 2 Administration Console system requirements

Component Minimum Requirements

Processor Intel Pentium or compatible, 733 megahertz (MHz) or higher
Memory 128 megabytes (MB) RAM

Operating Microsoft Windows 2000 Professional;

system Microsoft Windows Server 2000 or 2003;

Microsoft Windows Small Business Server 2000 or 2003;
Microsoft Windows XP Professional,
with the latest service packs installed

Hard disk 5 MB

8 System requirements
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To launch the Administration Console, you must be logged on as a user that is a
member of Domain Admins group.

Client-side system requirements

CSE filters email independent of the mail client. All email clients are supported
for filtering.

For the end-user feedback feature, the following clients are supported:
e Qutlook 2000 or higher (configured in Exchange mode)
e Qutlook Web Access

You can learn more about the user feedback feature in the Cloudmark Server
Edition User’s Quick Reference Guide. Distribute the guide to your end users to
inform them about this feature.

U The feedback feature is not compatible with IMAP or POP3.

Before you install

You must perform these tasks before installing CSE or the Administration
Console:

® “Setting up a Windows user account for CSE” below

® “Granting Exchange Server administrative rights to the CSE user account” on
page 13

Setting up a Windows user account for CSE

There are two steps for setting up the Windows user account for CSE:
e “Creating a new user for CSE” below

e “Adding the CSE user to the appropriate groups” on page 12

Before you install 9
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Creating a new user for CSE

TO CREATE A NEW USER FOR CSE

1 From the Start menu, select Programs > Administrative Tools > Active
Directory Users and Computers.

The Active Directory Users and Computers window appears.

2 From the Action menu, select New > User.

The New Object - User window appears:

New Object - User

g Create i winZka comdJsers

First name: I Initials: I

Lazt name: I

Full nanne: I

User logon name:;

Uzer logon name [pre-windaws 2000]:
|W|N2ma |

< Barck | | [=F | Cancel I

3 Enter information for the new CSE user:

first name
last name
full name, if different from first name plus last name

logon name

It is suggested that you choose names that indicate that this is the CSE user,
usually CSEAdmin.

10

Before you install
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Installing Cloudmark Server Edition

4 C(Click Next.

The password screen appears:
New Object - User

g Create . winZka comsUzers

Pazzword: I

LCanfirm password: I

™ User must change password at nest logon
[ Uzer cannot change passward
[ Password never expires

[ Account iz dizabled

< Back I Mewut » I Cancel

5 Enter the new user’s password, twice.
6 Select “Password never expires”.

This prevents the server from suddenly failing to start due to an expired
password.

! Do not select “User must change password at next logon” or “Account is
disabled”. These options are not compatible with CSE.

7 Click Next.

Before you install

11
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New Object - User E

ﬁ Create in: - win2ka.com/Users

¥ Create an Exchange mailbox

Aliaz

Icseadmin

Server
IFilst Organization/Firgt Adminigtrative Group/C5SE-WwW2KA-1 j

hailbox Stare:
| First Storage Group/Mailbox Store (CSE-W2KAA1) =]

< Back I Hewt » I Cancel |

8 Verify that “Create an Exchange mailbox” and the correct server and mailbox
store are all selected.

9 Click Next.
The next screen displays the information you entered.

101f the information you entered is correct, click Finish.

! Exchange 2003 users only: Never enable the Hide from Exchange address list

option (located in the Exchanged Advance tab of the User Properties window) for the
CSE user account. This option prevents CSE from functioning.

Adding the CSE user to the appropriate groups

This procedure varies, depending on whether CSE is running on a domain
controller. Follow the procedure below.

To ADD THE CSE USER

1 From the Start menu, select Programs > Administrative Tools > Active
Directory Users and Computers.

The Active Directory Users and Computers window appears.
2 In the Users list, double-click the CSE user.

The Properties window appears.

12

Before you install
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3 Click the Member Of tab:

cseadmin Properties EE3

Teminal Services Profile I
E-mail Addreszes

Ewchange General
Ewchange Features
General | Addreszs I Account I Frofile I Telephones I Organization

Member OFf | Dial-in I Enviramment I Sessions I Remote contral

IMember of;

MHame | Active Directary Faolder |
Diomain ddming winZka. comserz

Domain Users winZka.com/Users
Enterprize Adming  winZka. comAserz

Agd... | Bemove |

Primary group: Darmain Users

Set Frimary Group | There iz no need to change Primary group unless

you have Macintosh clients ar POSEX-compliant
applications.

0k I Cancel Apply Help

4 Click Add.

The Select Groups window appears.
Select the Domain Admin group.

Click Add.
Click OK in the Select Groups window.

o N O »n

Click OK in the Properties window.

Granting Exchange Server administrative rights to the CSE user
account

The CSE user account must have administrative rights to the Exchange Server.

This section provides instructions for doing this with different versions of
Exchange:

® “Granting administrative rights on Exchange 2000 or 2003” below

® “Granting administrative rights on Exchange 2007” on page 15

Before you install 13
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Granting administrative rights on Exchange 2000 or
2003

TO GRANT EXCHANGE SERVER ADMINISTRATIVE RIGHTS TO THE CSE USER
ACCOUNT

1 From the Start menu, select Programs > Microsoft Exchange > System
Manager.

2 Right-click the name of the Exchange server to display the pop-up menu.

Select Delegate Control to launch the Exchange Administration Delegation
Wizard.

4 Click Next.
5 On the Users or Groups page, click Add.

The Delegate Control window appears:

Delegate Control

Group [recammended] or Uzer:

IWINzKA'\CSEﬁdmin

Rale:

IEHchange Adrministrator j

Role dezcription

The zelected group or uzer can fully adminizter Exchange spstem
itfarmation.

Cahicel |

In the Group or User text box, specify the name of the CSE user account.
From the Role list, select Exchange Administrator.
Click OK.
Click Next.
O Click Finish to exit the wizard.

= 0 00 N O

When you exit the wizard, a dialog box notifies you that, to fully administer
an Exchange server, the CSE user account must be an administrator of the
local machine.

11 Click OK to dismiss this prompt.

14
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Granting administrative rights on Exchange 2007

TO GRANT EXCHANGE SERVER ADMINISTRATIVE RIGHTS TO THE CSE USER
ACCOUNT

1 Launch the Exchange Management Console.

2 Right-click on Organization Configuration to open the pop-up menu:

Before you install 15
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Appendix B

Error log messages

The following table lists installation and operation error messages and possible
causes. Make a note of the error messages and associated error codes you receive
before contacting Cloudmark Technical Support (http://www.cloudmark.com/

support/exchangeedition).

Table 2 Error log messages

Error Message

An error occurred attempting to load
the settings for the Cloudmark Server
Edition at the computer name
specified. Ensure that you have a
connection to the server, the
appropriate administrative privileges
and that Cloudmark Server Edition is
installed correctly on the server.

The Cloudmark Server Edition
Administration Console failed to start
the Cloudmark Server Edition service.

You must have administrative
permissions on Cloudmark Server
Edition in order to Start or Stop the
Cloudmark Server Edition service.

The Cloudmark Server Edition service is
in an unknown state. Check for
additional status in the Services
management console on the server.

Possible Causes

This error is likely caused either by a
connection problem or by incorrect
permissions. Verify that the computer you are
on is on the same network as Cloudmark
Server Edition and is able to access it. Verify
that you have given a correct computer name
to connect to. Verify that all permissions are
set correctly, as specified in “System
requirements for CSE Server” on page 7.

Refer to Appendix A, "Troubleshooting"”, for
steps to resolve issues starting or stopping the
service.

Verify that all permissions are set correctly, as
specified in ”System requirements for CSE
Server” on page 7.

Refer to Appendix A, "Troubleshooting", for
steps to resolve issues starting or stopping the
service.

66
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APPENDIX C

Trial Evaluation

Cloudmark offers a free trial evaluation period. You start your trial period when
installing the product by selecting the appropriate option, as described in
“Installing Cloudmark Server Edition” on page 16.

When the evaluation period ends, spam filtering is immediately disabled. An
entry is logged in the Windows Event Log, indicating the end of the trial period,
as well. An email is then sent to postmaster that provides purchasing information
for Cloudmark Server Edition.

You can purchase a subscription to Cloudmark Server Edition by clicking
Purchase in the Administration Console, which directs your to either the
Cloudmark web site or your vendor, depending on who issued your activation
code. When purchased, Cloudmark Server Edition is reactivated without the
need to install and configure new software, or remove any existing software first.

67
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